HIPAA Privacy
Policies and Procedures

Our Policy on Confidentiality

We are committed to maintaining the complete confidentiality of our patient’s health care
information. As part of our commitment to patient confidentiality:

We will not discus the names of our patients with anyone that is not part of our
practice.

» All information about our patients and their health conditions will be used within our
practice in a professional manner.

> Patient information will never be provided to a third party unless we have the
appropriate consent and/or authorization signed by the patient.

v

Should we ever inadvertently make a mistake regarding the confidentiality of a patient’s health
information, we will immediately do everything possible to correct the error.

Procedures
There are many rules regarding the confidentiality of patient information. While our
policies and procedures try to anticipate how to comply with these rules, please remember

that our first and most important responsibility is to the health needs of the patient.

Prior to seeing the doctor on the patient’s initial visit, the patient will complete the following
forms:

» Welcome Form and or Work. Comp. Form, Auto Accident Form, Medicare
Authorization Agreement, Medicare Waiver of Liability Forms.

When the patient has completed the forms, the responsible CA will review the forms for
completeness and will explain and have the patient sign and date the following forms.

> Acknowledgement of Receipt of Notice of Privacy Policies
> Appropriately filled out authorization forms as required

In the case of a patient who refuses or is unable to sign the acknowledgement, the attending staff
member must document (include date and your name) a good faith attempt to obtain a signature.

While our initial explanation of each form will be abbreviated, we will always be happy to
provide the patient with a full and complete explanation of any portion of our privacy policy.

Copies of our privacy policy will be provided free of charge to any patient who requests a copy.

Consent Restrictions & Requests for Changes to a Patient Record

A patient may occasionally ask us not to send their health care information to certain health care
providers or third party payers. A patient might also ask us to make changes in their health care
records. If the patient requests a restriction for their consent or authorization forms or requests
that we change their health care records please:



1) Ask that the patient write down their request. This is necessary to make sure that we know
exactly what the patient is requesting so that the doctor and/or the office can make a
decision on whether or not to honor the request.

2) The patient should be told that the doctor and/or the office must review the request before
you can agree to it. Very nicely, let the patient know that the law has special requirements
when a patient asks for a restriction and that you will let them know as soon as possible
whether or not you can honor their restriction.

If we must deny the patient’s request to amend their file, we must give the patient a written
explanation for our denial. The explanation will have to be prepared by the doctor since the
reason will undoubtedly concern the patient’s clinical information. We have other requirements
that must be part of the written explanation, so be sure to check the HIPAA Reference Guide
before giving the explanation to the patient.

Documentation of any request from a patient is absolutely critical. All of the written information
we receive from the patient should be immediately placed in the patient’s file. If we receive
verbal requests from a patient, the date, time, and content of the patient’s instructions should be
written down and placed in the patient’s file. Any information in the patient’s file that concerns
privacy must be retained for six years from the date it was created.

Resolving conflicts between consents and authorizations

If the patient gives us instructions concerning the disclosure of their protected health information
by telephone, the responsible CA will immediately make a written record of the patient’s
instructions as well as the date and time of the call. This information should be attached to the
patient’s file. A new written authorization should be obtained from the patient as soon as they
come in for their next treatment.

Authorizations

We must have our patients sign authorizations for all of the following activities (delete those that
do not apply):

Insurance help from the MCS

We must delete the following information from the EOB or insurance correspondence before
sending it to the MCS for assistance in obtaining reimbursement unless a specific authorization
from the patient has been signed:

Names

Addresses

All dates

Phone numbers

Fax numbers

E-mail addresses

Social security numbers
Medical record numbers

e Health plan beneficiary numbers
¢ Account numbers

e URLs

e Biometric identifiers, including finger and voice prints

®a & @



A proper authorization would include a clear statement that the information is being sent to the
MCS for the purposes of obtaining proper reimbursement and a listing of what information is
being sent.

Internal security for patient information

All patient information should be properly stored when it is not being used for clinical or
administrative purposes. This includes those occasions when a staff person is away from their
desk for lunch, or steps away from a work area to perform another task. Patient files should not be
left on the doctor’s desk unless there is a secure area for the files within the office or the doctor’s
office is locked when it is not occupied. The last person to leave at night should verify that all
data is stored properly and that the building is properly locked.

While we are all part of a team, the law does not allow each member of our team to have
complete access to all of the information about a patient. Internal communications about patients
and/or their health condition should be limited to those individuals whose job descriptions entitle
them to have this information. Please do everything possible to respect the privacy of our patients
when discussing health information on the phone, with patients, or with other members of the
staff when others are present. Whenever possible patient health care or billing information should
be discussed with them in a private area.

All of our computer data must be backed up as part of our closing procedures each day. Backup
tapes should be stored in a secure, fireproof container. Weekly and/or monthly backup tapes

should be stored in a secure, off site storage area.

Limits on health care information

We must always limit the amount of a patient’s health care information that is disclosed to the
“minimum necessary” to accomplish the intended purpose. When another provider requests the
patients’ health care records, the “minimum necessary” rule does not apply and the entire clinical
record may be sent. When an insurance company requests records, it is likely that they will
specify the dates for which they require records. If the insurer is specific as to the dates of
information they would like, we do not have to verify that this is the “minimum necessary”
information. If the insurance company does not specify the dates they need to review then only
the clinical records that are related to the patient’s current problem should be sent.

Before any records are released to an attorney, we must have a signed release from the patient.
Because the HIPAA privacy laws require us to send the “minimum necessary” health
information, the authorization from the patient must specificaily state the dates for which records
should be sent.

The “minimum necessary” rules apply to us internally as well. If a staff person is only entitled to

_have access to certain parts of the patient’s health information we must honor that restriction. Our
staff members are given access to a patient’s health information based on their job
responsibilities. If you have questions about what health information may be given to another
staff person, please ask the doctor and/or the office manager.

The Patient’s Right to Access Their Health Records









